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Abstract— Botnets are a dangerous threat to computer
networks that uses malicious code to iZZect computer networks.
Thus, the right system security model is needed to detect botnet
attack activities accurately. Several previous studies have
introduced a botnet detection model using mining-based, but it
requires the correct approach to obtain the optimal
performance. This paper proposes a botnet detection model by
improving feature selection using correlation-based analysis.
The aim is to improve accuracy detection by analyzing features
with solid correlationszhat can be used for machine learning
classification models. The proposed model consists of 4 main
parts: data splitting pre-processing, classification process, and
evaluation. The experiment used public datasets, namely CTU-
13 datasefs containing botnet activity. The experiment shows
that the model can detect botnet activity with a detection
accuracy of 99.7218%, precision of 99.1691%, and recall of
96.6533%. The proposed model can improve the existing botnet
detection system model.

Keywords—Botnet, Bot activity, Bot Detection, Network
Security.

[. INTRODUCTION

Systeasecuriry requires serious attention in the cyber era
[1]. An mtrusion Detection System (IDS) is known as a
security system that is cumrently widely used as an attack
handling [2], [3]. Along with the development of technology,
attacks develop into dangerous forms of activity such as
involving illegal software called malware [4], [5].

The threat of malware in the cyber era is overgrowing [6].
Malware tends to use computers that have been infected to
carry out malicious activities, which are called botnets [7], [8].
A botnet consists of a collection of computers that have been
infected and form a communication network. The botnet
consists of a master bot and a client bot [9]. The master bot
controls each bot client to attack the target computer. Some of
the dangerous activities of botnets include Spam activity, click
ad fraud, identity theft, spreading malicious code
programming, Denial of Service attacks (DDoS), phishing,
and adware illegal installation [10], [11].

In its development, botnets have several characteristic
behavioral patterns, such as centralized, distributed, and

spreading [12]. Thus, it takes the right detection technique to
detect bot activity accurately. Several detection techniques
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that can be used include DNS-based [13], [14], mining-based
[6]. [10], [15], anomaly-based [8], [16] and signature-based
[17], [18]. However, it must be optimized through proper
feature selection techniques.

Feature selection is part of the pre-processing stage used
in modeling to reduce feature dimensions [2], [11], [14]. In
addition, feature selection can be used to increase detection
accuracy [2], [19], [20]. In previous studies, botnet detection
has resulted in high detection accuracy with feature selection
techniques such as the use of Principal Component Analysis
(PCA) methods [21], [22], lightweight Logistic Regression
model [23] and manuals based on model requirements [9],
[11], [15], [24]. However, it has not shown a correlation
between each feature and feature priority to improve detection
accuracy in the botnet activity detection model. Correlation
analysis between each feature is needed to find a strong
relationship between one feature and another to improve the
accuracy of the detection model performance.

This paper proposes a botnet detection model by
optimizing the feature selection process using cormelation
analysis. The aim is to improve detection accuracy through
comelation analysis between features using the Kendal
Correlation algorithm. In correlation analysis, a threshold
value is used to determine the strong correlation between
features. The selected features are used in the k -NN
classification machine learning model. The k-NN method is
used because it does not require complex parameters, 1s easy
to implement, and can obtain optimal accuracy detection [25].

The paper is organized into several sections. Previous
studies related to feature selection techniques in botnet
detection models are described in Section IL Section 3
introduces the process stages of the proposed model. The trials
and results of the research are presented in Section IV. Finally,
section V presents the conclusions of the research.

q‘ I1. RELATED WORK
Tl

e botnet activity detection model using a mining-based
approach is popular to use. Generally, to improve detection
performance, optimization of feature selection is carried out.
Feature selection techniques have been developed in many
botnet detection models [2], [8], [11], [14], [22],[23].
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Fig. 1. Proposed Methodolgy

Alieyan et al. [26] proposed a botnet attack detection
model based on DNS features. In the feature selection process,
two algorithms are used: Information Gain Ratio (IGR) and

Principal Component Analysis (PCA) algorithm, and 9 out of
the intersection of

19 features were selected based on

asurements of the two feature selection methods. The nine
selected features are time, source IP address, destination 1P
address, QNAME, QR, RCODE, domain length, packet
length, and TTL (domain response). This study has a high
level of rationality to increase detection accuracy in the botet
activity detection model. However, the proposal for using the
feature selection method has not been implemented.

Hostiadi, Wibisono and Ahmad [27] developed a botet
detection model by manually selecting 8 out of 13 features in
the CTU-13 dataset [28]. The eight features in question are
duration, protocol, source port, destination port, source IP,

destination IP, total packets, and total bytes. The result of

botnet activity detection accuracy obtained is 89.16%. In
addition, the detiun model named B-corr model can detect
attack behavior as a bot group activity. However, the research
has not analyzed how strong the relationship between the
features represented in the form of a correlation relationship
is.

The IoT Botnet detection model was introduced using
several feature selection techniques, including mutual
information (MI), PCA, and ANOVA F-test in [29]. Of the
three feature selection methods, MI is the best feature
selection technique capable of producing detection accuracy
in the classification process. The highest detection accuracy in
the MI feature selection technique is 99.903% in the k-NN
classification method. However, the feature selection results
have not shown a strong correlation between features.

Velasco-Mata et al. [25] introduced a botnet activity
detection model using two filter techniques for feature
selection. The two techniques in question are Gini Importance
(GI) and Information Gain (IG). There are five best features
selected from the feature selection stage. The results of the two
feature selection methods produce model performance
through an F1 score of 94%, with the best classification
method being the Decision Tree. The results of the F1 score
are highly but have not analyzed the relationship between
features that strongly affect the accuracy of botnet activity
detection.

II. METHODOLOGY

This paper proposes a feature selection technique using
Kendal correlation in the botnet detection model. The purpose
of correlation analysis is to obtain an analysis of the effect of
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comrelated feature pairs on the performance of the botnet
detection model. In this paper, the research methodology is
shown in Fig. 1.

A. Problem Definition and Notation

The feature number and dimensions on a dataset can be
reduced by feature selection [30]-[32]. The feature selection
algorithm's advantage is that it can improve the detection
performance of attack detection models in computer networks
[33]-[35]. Besides, the use of appropriate feature selection
techniques can reduce computational time [31], [32], [36],
[37]. Based on this, this paper analyzes correlation-based
feature selection techniques using the Kendall correlation
algorithm. The aim is to see the effect of the detection
performance of the detection model, measured from detection
accuracy, recall, and precision.

The feature selection process in this paper adopts
correlation analysis using the Kendall Rank Cormrelation
Coefficient. Kendall correlation is one of the algorithms for
measuring the correlation between two sets of ratings given to
the same set of objects [38]. The strength of similarity as a
correlation between two feature sets is measured and ranked
to obtain correlated features. Furthermore, the correlation
results are used in the classification process using k-NN. In
this paper, notation is used to describe the proposed model.

e Record (). The dataset has a collection of data records
(¢). Thus it is written as g € 9, § = {@0, [ @j},

o Feature ( @). @ is consists of feature sets (@). If feature
(¢) is an element of ¢, denoted as @, written as @ =

{¢0, I 4;}.}, thend € ¢, p = {4)0, b, ...,¢j}‘

e Correlation (7). The correlation between f; and f} 18
calculated using the Kendall correlation equation (1).

2 (C-D)
= — 1
Ynin-1)-T, lln(n—l)—’.r'y ()

where 1 is the correlation coefficient, € is the number
of pairs that are in the same direction, D is the number
of pairs that are in the opposite direction, n is the
number of pairs of x and y, T, is the ranking
correction factor for x and T, is the ranking correction
factor for y.

B. CTU-13 Dataset

The Czech Technical University owns CTU Public dataset
through a lab project called the Stratosphere IPS Laboratory.
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This dataset contains network traffic at the Czech Technical
University containing malware activity, The CTU and
malware capture dataset consist of a pure dataset of Bomet
malware activity, normal traffic, and a combination of
network traffic contaminated with Botnet malware activity or
normal activity on the Czech Technical University network.
Several different botnets were built and recorded at CTU
University in 2011 and are known as the CTU-13 Dataset [28].

C. Data Splitting

At this stage, the dataset is divided into two parts: training
data and testing data. We use 70% as training data and 30% as
testing data. Then the two data are continued in the data pre-
processing process.

D. Data Pre-processing

The processing stage consists of four stages,
beginning with the data cleansing process. The data cleansing
process standardizes each feature's values and deletes data
records. Some values in the feature do not have standardized
writing, such as a writer from the SrcAddr feature in IPv6
form, thus requiring a written change to IPv4. In addition,
there is an empty feature value (null), and the data record is
deleted.

The second stage is data transformation, changing
categorical data into numeric data. In this paper, the data
transformation used one hot encoding, the same technique as
in [12]. The third process is the data normalization process.
Each feature value is numeric data that has various value
ranges. So normalization data is needed to uniform the range
of values in each feature. In this study, normalization was
carried out using a value pool of 0 to 1, where 0 was the
lowest value limit and 1 was the highest value limit. Then
after normalizing the data, the fourth process is carried out,
namely the selection feature on the training data. In contrast,
the testing data is prepared as a classification process after the
machine learning model is formed.

The feature selection begins with determining the number
of feature pairs. The featured pair is formed by using the
combination in (2).

!
comb = m N (2]
where comb is the number of features, which are 14 features,
and e is the number of selected features, which are eight
features. Then the four features are calculated using the
Kendall correlation by adopting (1), so that it becomes (3).

2(C-D
F(0pb)) = <0 G)
Jn(n—ﬁ—’.r'w!\(n(n—ﬁ =Tgj

where 7 (¢, d:-j) is the correlation coefficient between the first
feature ¢, and the second d)}., C is the number of pairs of

features ¢ that are in the same direction, and D is the number
of pairs of features ¢ in the opposite direction. n is the
number of pairs of ¢, and ¢;, Tyis the ranking correction
factor ¢, and Tj; is the ranking correction factor d)j,
The correlation strength between ¢, and d)j is determined
using the correlation threshold value (4).

threshold . = m . 4)
threshold 7 is the correlation threshold between ¢; and d)j,

min, is the minimum correlation value, and max, is the

maximum correlation value. Each feature with a strong
correlation is based on the correlation threshold value,
followed by an analysis of its occurrence in each feature pair
set. The result is a sequence of features that appear the most
and become the selected features for the machine learning
model.

E. Machine Learning Classification Model

In the pre-processing stage, two data are used: training
data and testing data at the step of forming a classification
model using training data. The formation of the machine
learning model in this paper uses the k-NN classification
method. The value of k uses 5, calculated using (5).

Na,b) = ]zﬂﬂ(xk -¥)?. (5)

where &(a, b) is the proximity between two feature vectors,
d is the number of vectors, k is the length of the vector, X is
the first vector data, and Y is the second vector data. After the
machine learning classification model is formed, then the
classification of the test data is carried out. The result of the
classification is the detection of attack activity contained in
the dataset. Then the performance of classification results is
evaluated in the evaluation process.

F. Performane Evaluation

Measurement of model detection performance uses a
confusion matrix, where true positive (TP), false positive (FP),
false negative (FN), and true negative (TN) values are traced
from the ction results of the k-NN machine learning
model. TP 1s the nber of botet activities detected as a
botnet attack. FP is the amount of normal activity data
detected as a botnet attack. FN is the £8ount of data on botnet
activity that is not detected, and TN 15 the number of normal
activities detected as normal. The TP, FP, FN, and TN values
are summarized in the confusion matrix table in Table 1.

TABLE1 CONFUSION MATRIX EVALUATION
5 ﬁml
=
=z rue False
3
] True TP Fp
B
& False FN TN

From the search for confusion matrix values, accuracy,
precision, and recall are calculated in equations (6), (7), and
(8).

TP + TN

ACCRI"[ICJI = TP+FP+FN+TN (6]
Precision = —~— (7)
TP+FP
Recall = —~ (8)
TP+FN

IV. EXPERIMENT AND RESULT

In this study, it has a hardware environment with a core i5-
7200U processor, 8 GB RAM, and 500 GB storage. The
model is built with three programming languages supported
by several libraries such as NumPy, pandas, and sci-kit-learn.
The test inis study uses the CTU-13 dataset by selecting
scenario 9. Description of the dataset is shown m Table 2.

The data cleansing process reduced the number of records
by 2,4103%, or as many as 66,376 records in the normal
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TABLE II.

NSL-KDD DATASET DESCRIPTION

Dataset Records Normal Botnet Number of Features
Data Description | 5 753 gg4 | 2,574,004 | 179,880
{CTU-13 Scenario 9) T T ' 14
Data Training (70%) 1,927,719 | 1,801,803 125916
Data Testing (30%) 826,165 772.201 53,964
TABLEINIL  FEATURE FREQUENCY
Rank Feature
Par
1 2 3 4 5 6 7 8 9 10 11
Feature TotPkts SrcBytes TotBytes Dport State DstAddr SrcAddr | sTos | dTos Proto Sport
Frequency 27 22 21 16 12 11 6 6 6 6 4
TABLE IV. PRE-PROCESSING RESULT
Dataset Before Pre-processing After Pre-processing Reduce percentage (%)
{CTU-13 Number Number
Scenario 9) Records Normal Attack af Records Normal Attack af Records | Normal | Attack | Features
Feature Feature
Da,ta, 2753884 | 2574004 | 179,880 2,687 308 | 2,507,628 | 179,880 2.4103 25787 0
Description
D‘““‘(‘?Ef‘f;;l"lg 1927719 | 1,801,803 | 125916 | 14 | 1,881256 | 1,755,340 | 125016 | 11 24103 | 25787 | 0 | 21.4286
Da%gf/;'“g 826,165 | 772201 | 53,964 806,252 | 752,288 | 53964 24102 | 25787 | 0
activity class labell,‘Thls reduction affects the~c0|11p051t1011 g TABLE V. CONFUSION MATRX VALUE
the amount of training data and the amount of testing data. In
addition, one feature is removed or ignored at the data - Actual value
cleansing stage, namely the Starttime feature. The reason is g3 Trae False
that this model does not take into account the analysis of TS [ True | 52158 437
activity time. Then proceed to the data transformation process. = False | 1806 | 751,851

Three features are changed from categorical data to numerical
data, namely Proto, Dir, and State.

The data transformation results from the value in each
feature into a numerical basis with various value ranges. In
this study, the normalized data changed the range of values in
each feature on a scale of 0 to 1. The 0 value indicates the
smallest value range, and 1 is the highest range of values. Then
the results of the normalized data feature selection.

The comrelation measurements using Kendall Correlation
obtained the lowest correlation value of 0.0018, which is taken
from features Dir, State, Dur, and dTos. Besides, the highest
value of 0.3029 is taken from TotPkts, SrcBytes, TotBytes,
and Dport. Thus, to determine the strong correlation between
feature sets is 0.1523. Based on the correlation threshold, there
are 104 combinations of feature sets, with the number of each
set being eight features. Then an analysis of the occurrence of
the same feature is carried out in pairs of different feature sets.
As aresult, 11 features strongly correlate, namely the TotPkts,
SrcBytes, TotBytes, Dport, State, DstAddr, SrcAddr, sTos,
dTos, Proto, and Sport features. The results of the feature
occurrence analysis are shown in Table 3.

Feature selection is the last stage in pre-processing. The
pre-processing results can reduce the data records and the
number of features. Details of the percentage reduction in pre-
processing are shown in Table 4.

The eleven features selected in the feature selection
process are used in the classification process using the k-NN
model. The classification results produce a confusion matrix
value shown in Table 5.

2

The detection !rsu]ts show that the classification model
can detect botnet activity with a detection accuracy of
99.7218%, precision of 99.1691%, and recall of 96.6533%.
These results indicate that the detection model has an accurate
detection performance influenced by the feature selection
process. The features used in the classification process use k-
NN machine learning using 11, which has a strong correlation
and has a high frequency of occurrence in feature
combinations. The measurement results are shown in Table 6.

TABLE VL MODEL EVALUATION
TP FP FN TN Ace. Prec. Rec.
96,6533 00581 3.3467 999419 | 997218 | 99.1691 B6.6333

In addition to testing the detection performance, in this
paper, processing analysis is carrigZout to see the time it takes
to get the detection results. ¢ results of the time
measurement are shown in Fig, 2.

The computational time measurement results show a high
processing time consumption in the feature selection and
classification process. This is because, at the time of selection,
the process of forming a combination of feature sets and
measuring correlations is carried out. Besides, the
classification process requires processing time to classify
testing data using the k-NN classification model. In this paper,
the proposed model's detection results are compared with
those in previous studies. Table 7 shows that the model has
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TABLE VII.  COMPARATION RESULT
Model Ace. Prec. Rec. Dataset Correlation analysis | Time Analysis
Hostiadi and Ahmad [1] 99.18% 4229% 91.55% | CTU-Dataset A
Dollah et al. [39]
* Decission Tree 3§ 212 32?3 2‘11:;
o J-NN . ' i CTU-Dataset -
Nuive Ba 69.34 62.28 99 .45
 aive Bayes 7383 49.99 4767
* Random Forest
Eslah, Abidin and Naseri [40] 98.20 98,20 9820
e (435 ’
- 98.20 98.20 98.20
. 5af.ld°'§ar°rm 97.00 97.00 | 9700 | CTU-Dataset - J
aive bayes ) 98.40 98.50 98.50
* Support Vector Machine 98 50 98 50 98 50
o Feedfprward Neural Network (F-NN) ] ) )
Proposed Model 99.7218 | 99.1691 | 96.6533 | CTU-Dataset 4 v

higher accuracy than research [1][39],[40]. In terms of
precision, the proposed model has a higher value than the
research in [1],[39],[40]. But has a lower classification model
than the Decision Tree [39]. Recall measurement has the
lowest value in the study. In contrast to previous studies, in
this paper, the proposed model has the advantage of
performing feature selection based on correlation analysis
using the Kendall correlation and measuring the
computational time that has never been done in previous
studies. So, the proposed model can be used to develop a
special system security model to detect botnet attacks.

V. CONCLUSION

This paper proposes a new approach to feature selection
using correlation allysis to increase detection accuracy in
the botnet attack detection model. The proposed model
consists of 4 main processes: data splitting, pre-processing,
classification and evaluation. The feature selection process
successtully reduced the feature dimensional from 11 out of
14 features in pre-processing stages, which have a strong
correlation. Besides, it has a high frequency of occurrence in
feature set pairs and affects the detection accuracy results.
The experiment used the threshold values to determine the set
feature with values of 0.1523 to indicate the strong and weak
correlation between ecach selected feature. The detection
results show that the classification model has the highest
accuracy compared to previous studies, 99.7218%.
Compared to previous research, the model has a novelty
regarding feature analysis which has a strong correlation with
each other and has computational time analysis.

In the future, the proposed model can be developed by
examining the use of the classification model. The
classification model can maximize precision and recall
performance by following the feature selection method.
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